Panorama

Information about the collection, privacy and use of your personal

health information

The Saskatchewan Ministry of Health, AthabascaHealth
Authority (AHA), Saskatchewan Health Authority (SHA),
eHealth Saskatchewan, First Nations Inuit Health Branch
(FNIHB) and Northern Intertribal Health Authority (NITHA)
arecommitted to the protection of your personal health
information (PHI). Your informationistreated confidentially,
securelyandinaccordance with the legal framework of The
Health Information Protection Act (HIPA) and The Public
Health Act, 1994.

This document informs you aboutthe ways in which your
PHIis collected, used and disclosed, inrelation to public
health services and surveillance. Further, it outlines your
privacy rightsand our obligations when collecting, usingand
disclosingyour PHI thatis storedin Panorama.

What is Panorama?

Panoramais anelectronic health record systemthatsecurely
stores PHI;it allows authorized publichealth staff to document
public health services you may receivein Saskatchewan.
Panorama includesimmunization, notifiable communicable
diseaseand outbreak management information. Your
confidentialinformationisonlyavailableto authorized health
careworkers, such as members of your public health team,
physiciansand nurse practitionersacross the provinceusing
secure networks.

Immunization,communicablediseaseand disease outbreak
management information formthe basis of a systemfor
trackingimmunizationsand communicablediseases inthe
province. This provides a means of evaluating the
effectiveness of preventive measures such as immunization.

Why we collect, use and disclose your information

Your PHIis collected, used anddisclosed to facilitate your
access to public health programs and to provide you with
continuity of carein public health services.Immunizations
recordedin Panorama ensurethe completeness and accuracy
of yourimmunization record and promotes clientsafety.

Information aboutcommunicablediseaseisonlyusedas
permitted by lawandincludes usingitfor assisting health
careplanners.Information may be made public forissuing
health carewarnings ina waythatensures individuals
involved are not identified.

Inaddition, the informationis used to identify ways of
preventing transmission of infectious diseases and to
identify the likely source of infection (for examplefood
associated with an outbreak).

For some diseases, other people may need to be notified
that they havebeen in contactwith aninfectious diseaseso
that they cantake measures to decreasethe risk of getting
that disease, get early treatment orimmunization.
Notificationis donewithoutidentifying the person with the
originalillness.

What information is kept in Panorama?

Informationinyour record mightinclude:

o Your name, current address and phone number, health
card number and birth date;

o Notifiablediseaseinformation;

. Lab results;

. Immunization details;

o Adverse event details related toanimmunization;

. Risk factors for vaccineeligibility;and

] Other relevantinformation gathered from youduring
the investigation orimmunization service.

How long is information kept in Panorama?
PHI is kept indefinitely, in order to providelife-long health
services.

Who can see your information?
Only authorized members of the health careteam cansee
your information.

Forimmunization services, this means the public health
nurses who do the immunizingand members of the team
investigating communicablediseases. Your health care
provider canalsolookatan electronic summary of your
immunizations ifthey areauthorized.

eHealth

saskatchewan.ca

({& NORAM :?] Saskatchewan/,

Saskatchewan A



For communicablediseaseinvestigations, only publichealth
staffwho have a roleinthe public healthinvestigation are
allowed to see the information.

Panorama creates a singleclientrecord for you, which means
that your public health provider canaccessyour health record
if needed no matter where inthe provinceyouare located.

Your information is kept safe and

confidential

Your PHIis confidential and the Saskatchewan Ministry of
Health, AHA, SHA, FNIHB, NITHA and eHealth Saskatchewan
take great careto protect it. Informationis keptinstrict
confidenceandis used or disclosed only as authorized or
required by law. Privacy safeguards areoutlined in HIPAand
The Public Health Act, 1994.

How is information protected in Panorama?

e Access is restricted to authorized users through unique
user names and passwords.

e All healthcareproviders areawareof their responsibilities
and agree to maintain the confidentiality ofinformation
anduseitonlyona need-to-know basis.

e Allviews of your information aretracked and recorded for
auditpurposes.

e Strictsecurity safeguardsareinplace. There arepolicies,
practices,and computersystems designed to protect
information fromunauthorized use, error and loss. Access
to Panoramais restricted to public health providers
involvedinyour care.Inaddition, high quality network
securityisinplace,andalldata areencrypted.

e The Ministry of Healthis accountable under HIPAfor
ensuringappropriatesafeguardsarein placeto protect
your personal healthinformation and personal information
at all times.

Two different types of health information are keptin
Panorama

There aretwo types of informationinPanorama:PHIsuchas
that collected duringanimmunization serviceand information
collected duringinvestigation of a notifiable communicable
disease.

Often times, your consentwill besoughtto use or discloseyour
PHI, however, PHI can be used or disclosed without consentin
the circumstances outlined in HIPAand The Public Health Act,
1994.For example, you aredeemed to have consented to the
use and disclosure of your relevant PHI where you seek
treatment from a health careprovider.

Information gathered duringa communicabledisease
outbreakinvestigation can bedisclosed withoutyour
consentas set outin The Public Health Act, 1994.
Laboratories, for example,arerequired to report each
caseofcertaindiseasestothe appropriate public health
unit.

How can | get a copy of my immunization record?

You have the rightto read or request a copy of your
immunizationrecord. If you would like a copy of your or
your child’s immunization record, ask your public health
nurseorimmunization provider, or go to
MySaskHealthRecord at:
https://www.ehealthsask.ca/MySaskHealthRecord.

What you can do if you have a concern or complaint
about the privacy of your information in Panorama?

If you have questions or concerns regarding your PHI or its
use, pleasetalktoyour public health practitioner.fyou
still haveconcerns, talkto a representativeresponsible for
Public Health services within AHA, SHA, FNIHB or NITHA.

HIPA provides theright to access PHI aboutoneself,
includingwhatinformationisinyour record, which could
includewho has accessedit, or to request amendments to
records aboutyourselfifyou feel the information contains
anerroror omission.

For the information collected during theinvestigation ofa
communicabledisease,itis also possiblefor youto find
out what personal informationisinyourrecord, including
who may haveaccessedit, although this is nota routine
process.Thereis norightto request anamendment of
your information, although thattype of request could
applytothe sourceof information thatis keptin the
record, for instanceto the medical labwhichissuedalab
report that you thinkis inaccurate.

For more information see:
https://www.saskatchewan.ca/residents/health/accessing-
health-care-services/your-personal-health-information-

and-privacy

If you wish to register a formal complaintregardinga
privacyissue,youareencouraged to contactthe eHealth
Privacy Service or the Ministry of Health.

Ifthe issueis notaddressed to your satisfaction, you can
contactthe Office of the Saskatchewan Informationand
Privacy Commissioner at:

(306) 787-8350 or 1-877-748-2298

(toll free within Saskatchewan)
webmaster@oipc.sk.ca

503-1801 Hamilton Street Regina, SK S4P 4B4
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